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1. Abstract

Intrusion detection using pyroelectric infrared sensors (PIR) is inves-
tigated in the light of the geometry of intruder’s trajectory. The PIR
signal is modeled by a sum of exponentially modulated sinusoids.
Consequently, the intrusion detection is formulated as a hypothesis
testing problem and we propose an exponentially windowed peri-
odogram (EWP) detector also able to estimate the direction of move-
ment. Simulation results show superior EWP performance when
compared to the periodogram detector and the energy detector over
large distances. Results show nearly 100% correct detection of the
direction of movement.

2. Introduction

¢ PIR sensors are crystals that produces a voltage when
exposed to temperature change, enabling motion de-
tection.

e TWO sensor elements are cascaded in reverse polar-
ity producing an alternating pulse when the intruder
moves across field of view (FOV).

¢ Due to relatively low detection range the outdoor appli-
cations are limited.

e Therefore, advanced processing techniques are
needed in order to increase the detection range of the
PIR sensors.

Variable Meaning Variable Meaning
P Heat flux A, Sensor’s surface area
3 Intruder’s emissivity Wi Solid projected angle

kp Steveman-Boltzmann const R Intruder-sensor separation

T; Intruder’s temperature v Intruder’s speed
T, Sensor’s temperature ti Entry time of ith FOV
A; Intruder’s surface area d Segment lenght of ith FOV

Table 1: Variables

3. Modeling of Intruder’s Signature

3.1 Intruder Heat Flux

e The Iintruder is assumed to be Lambertian grey body
[1] moving with constant speed.

e The intruder emits heat flux uniformly in space. The
heat flux at the sensor is given by eq. (1).

e w; ; IS the projected solid angle of the intruder onto the
sensor usually found by a finite element method (FEM),
which is difficult to compute.

e FFor relatively moderate intruder-sensor separation (R),
eq. (2) provides an accurate approximation of (1) as
shown in Fig. 1.
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Figure 1: ® as a function of R.

e For an intruder moving in a straight line with constant
speed v, crossing the FOVs of the sensor, as shown in
Figs. 2, the trajectory is shown in Fig. 3.

e The resulting heat flux is given in eq. (3)

o | (t—t t—t;—d v
(D(t):RQ(t) 2. H(iﬁ/];)r[( d= /v /> )

i=—F L i
2v R sin ¢ Rqsin )y :
R (t) = vt* + t+<, (4)
2 tan (¢ + ) sin (o + )
Senso_r Axis

Sensor Axis (0]

Sensor Axis (1)
Sensor Axis (-1 ;

Figure 2: Multi-segment Frensel lens.

3.2 PIR Signal

e The PIR sensor acts as a bandpass filter with transfer
function [1, 3]

Ks

(1 4+ 718) (1 4+ 7s) ()
where K is the gain and r;, and = are the thermal and
electrical time constants respectively.

e Thus the PIR voltage generated is s (t) = ¢ (t) x h (1).

e Noise is added to the signal giving the measured sig-
nal x (t) = s (t) + w (t) where w (t) is zero mean AWGN
with variance o°.

e For an intruder moving away from sensor, the heat flux
is In Fig. 4 the PIR signal is shown in Fig. 5.
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Figure 4: Heat flux of intruder. Figure 5: PIR voltage signal.

e For an intruder moving towards the sensor, the heat
flux is in Fig. 6 the PIR signal is shown in Fig. 7.

x 10 7 >x10°

5, ' : : ]

4 o A 1.5
N , ?

o [ f

0.5

—0.5

_3: i i i ] —1.5 i i i ]
(@) 5 10 15 20 5 10 15 20
t(sec) t (sec)

Figure 6: Heat flux of intruder. Figure 7: PIR voltage signal.

4. Intrusion Detection

e Given appropriate sampling, the intrusion detection
problem is formulated as the following hypothesis test-
ing problem

Ho: x|n] = wn]
Hi:xn| =sn|+wlnl. (6)

e The PIR signal can be approximated as a sum of de-
caying sinusoids:

L1
s[n] =Y a"la;cos (2w fin) + bisin (2n fin)].  (7)
i=0

Lumping the unkown parameters into vector 6 =

(e, fo,- -+, fr_1)", the detection problem in vector for-
mat Is:

Ho: X =W

Hi:x=G(0@)c+w (8)
where ¢ = (ag,---,ar1,bo, - ,br1)" g (a, fi) =
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Figure 3: Intruder crossing FOV.

e Optimally, GLRT [2] is used. However it is computa-
tionally expensive, due to the columns of G (6) being
nonorthogonal.

e We propose the EWP detector by imposing the missing
orthogonality leading to the exponentially windowed
periodogram

L—1
Tewe (x) = max - 3 | X ()] (9)
1=0

where X, (fi) = 0 a"z [n] e 727/
e EWP is able to exactly find the direction of movement.
If @ > 1 the intruder is moving away and if & < 11s

moving toward the sensor.

5. Simulation Results

e Using 10° Monte Carlo simulations, we compare three
detectors: energy detector (ED), periodogram detector
(PD), and EWP. The parameters used are

F o~ v v T Ty Ay As | K T1 T
47.5° 5 kmph 50°|37°20° 0.7m? 20um 6000 4.2sec | 1sec

Table 2: Simulation parameters.

e Intruder moving away from sensor.
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Figure 8: ROC for Ry = 50m. Figure 9: ROC for Ry = 90m.

e Intruder moving towards the sensor.
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Figure 10: ROC for Ry = 50m. Figure 11: ROC for Ry = 90m.

e The direction estimation results are given in the Table
below.

Ry 10m 30m 50m  70m | 90m

Away 100% 100% 100% 100% 100%
Toward 100% 100% 100% 100% 99.89%

Table 3: Direction estimation

6. Conclusions

¢ An inverse square-law Is established relation for the in-
cident heat flux and the separation distance.

e The PIR sensor output signal is modeled by the sum of
exponentially modulated sinusoids.

e The EWP detector is proposed showing very good de-
tection performance for long distances.
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